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URUGUAY

THE NEED FOR A NEW DATA GOVERNANCE AGENDA BASED ON HUMAN RIGHTS

Data and Society Lab (Datysoc)
Ana Karen Tuduri Cairo and Fabrizio Scrollini*
https://datysoc.org

Introduction

Uruguay is considered a full democracy and one of
the most progressive countries in Latin America.
Nevertheless, the COVID-19 pandemic brought new
challenges and priorities to Uruguayan civil society
groups working in this space. There are three key
challenges that could be shifting the advocacy land-
scape: government transparency, including digital
surveillance; gender-based violence; and virtual ed-
ucation. Uruguay was hit by the pandemic amidst a
change of government, which increased the difficul-
ties to address these governance challenges

This report explores these issues, and argues
that the most effective way to deal with the multi-
ple obstacles they present is to push for a revitalised
data governance agenda for the country based on
human rights.

Government transparency

Uruguay has been a consistent champion of open
government and open data. It ranked second in the
Americas in the United Nations Global e-Government
Index 2020, first in the Regional Open Data Barom-
eter 2020,3 and 18th in Transparency International’s
Corruption Perceptions Index 2021.4 Uruguay follows
the lead of the European Union on data protection
and has recently adopted Convention 108 of the Eu-
ropean Council, one the most progressive regulatory
frameworks in the world.

But how did the COVID-19 pandemic affect trans-
parency and privacy?

As a first digital response against the pandemic,
the government and a large number of private stake-
holders collaborated and developed the first version
of the Coronavirus UY app. The app was developed

1 Fabrizio Scrollini contributed to this report as an independent
researcher.

2 https://www.uruguayxxi.gub.uy/en/news/article/uruguay-climbs-
positions-and-consolidates-itself-as-a-regional-leader-in-e-government

3 https://barometerlac.org/?_year=2020&indicator=0DB
4 https://www.transparency.org/en/cpi/2021/index/ury
5 https://www.impo.com.uy/bases/leyes-originales/19030-2012/1

by the firm GeneXus, which worked with a number
of other private companies. It was sponsored by the
Uruguayan Agency for Electronic Government and
the Information and Knowledge Society (Agesic).

Initially this app provided general information on
the pandemic and allowed the user to consult it if they
felt they had symptoms of the virus, and to schedule
an appointment with a medical service provider.

At that time, the concerns expressed by civil
society were the lack of a contract with the compa-
nies developing the app, and why GeneXus and its
partners were not chosen on the basis of a fair com-
petitive public tendering procedure.®

In June 2020, the government announced that a
new version of the coronavirus app would implement a
COVID-19 exposure notifications application program-
ming interface (API)” developed by Google and Apple.

As a consequence, a citizen made a request for
access to public information about the source code
of the application, the companies linked to the de-
velopment of the app, and whether or not a contract
had been signed with Google and Apple. However,
the response received only provided clarity on the
link between the Coronavirus UY app and the Salud.
uy programme, an initiative that promotes the use
of information and communications technologies
(ICTs) in the health sector.?

After several consultations, the government con-
firmed to the media that it did not sign a contract
with Google and Apple, and accepted their offer after
studying their terms and conditions only.

Civil society nevertheless warned the govern-
ment about the privacy risks associated with the
use of the app’s contact notification system, and
said that the source code should be published as a
guarantee of transparency, allowing it to be audited
by any citizen.®

6 Red de Gobierno Abierto. (2020, 4 April). Declaracion: Transparencia
y datos abiertos en el contexto de la crisis del Covid-19 en Uruguay.
https://rga.uy/coronavirus

7 https://developers.google.com/android/exposure-notifications/
exposure-notifications-api

8 https://www.gub.uy/agencia-gobierno-electronico-sociedad-
informacion-conocimiento/saluduy

9 Carve Media. (2020, 20 July). Uruguay no firmé ningdn contrato ni
acuerdo con Apple y Google para utilizar el sistema de alertas para
el Covid-19. https://carve850.com.uy/2020/07/20/uruguay-no-
firmo-ningun-contrato-ni-acuerdo-con-apple-y-google-para-utilizar-
el-sistema-de-alertas-para-el-covid-19

10 Red de Gobierno Abierto. (2020, 4 April). Op. cit.
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According to several Uruguayan experts, the
use of any contact tracing technology implies secu-
rity risks. Therefore, it is a basic condition that the
contact notification system respects the protection
of personal data and the principles of prior informed
consent and voluntary use.”

There is also a need to better understand the
terms and conditions of its use, the legal framework
and public rules that allow its use, and any personal
data exchange agreements between the government
and the developers. An evaluation of its impact on
human rights is also needed, including how the digi-
tal divide limits access to mobile devices.*

According to Uruguayan researchers from the
GUIAD group, a public debate on these issues is
needed, as well as on whether the government has
the capacity to monitor the app’s evolution.*

The evolution of digital surveillance

Digital surveillance is an established practice in Uru-
guay. In 2020, the Ministry of the Interior acquired the
UCINET software developed by Analytic Technologies
that allows the monitoring of networks to track crim-
inal organisations in the country. In June, news broke
that the Ministry’s cybercrime division had identi-
fied 200,000 citizens for online speech that could be
against law, and 2,000 groups identified as mainly
left-wing oriented. Because of this, as data seemed
difficult to check, the NGO OBSERVACOM?® filed an
access to public information request to find out if the
government was monitoring social networks to iden-
tify and eventually prosecute hate speech and other
possible security threats. The request also asked for
clarification on what hate speech and security threats
mean in the context of the digital surveillance.*® The

11 Betarte, G., Campo, ). D., Delgado, A., Ezzatti, P., Forteza, A.,
Gonzalez, L., Martin, A., Muracciole, B., & Ruggia, R. (2020).
Desafios de seguridad y privacidad en el disefio e implementacion
de soluciones de rastreo de proximidad. PEDECIBA. https://
www.redgealc.org/site/assets/files/11587/covid_ct_position_
betarteetal-1_1.pdf

12 Verrastro, V. (2022, 21 January). Coronavirus.Uy: cinco
lecciones a casi dos afos de pandemia. Derechos
Digitales. https://www.derechosdigitales.org/17599/
coronavirus-uy-cinco-lecciones-a-casi-dos-anos-de-pandemia

13 GUIAD is a group of multidisciplinary experts from the University of the
Republic — one of the most relevant in the country — created to provide
analysis on the COVID-19 crisis. See: https://guiad-covid.github.io

14 Scrollini, F., Baliosian, J., Etcheverry, L., & Moncecchi, G. (2020,

26 August). Uruguay’s COVID-19 contact tracing app reveals

the growing importance of data governance frameworks. LSE

Latin America and Caribbean Centre. https://blogs.lse.ac.uk/
latamcaribbean/2020/08/26/uruguays-covid-19-contact-tracing-
app-reveals-the-growing-importance-of-data-governance-frameworks

15 https://www.observacom.org

16 El Observador. (2021, 7 May). Cémo funciona el ciberpatrullaje
y el reconocimiento facial: la mesa de dialogo solicitada al
gobierno. https://www.elobservador.com.uy/nota/como-funciona-
el-ciberpatrullaje-y-el-reconocimiento-facial-el-pedido-al-
gobierno-20215618260

request was rejected based on a Ministry of the In-
terior decree which classifies all information related
to the materials and supplies used by police officers
as reserved for reasons of national security. Further,
authorities are now systematically denying basic in-
formation about the surveillance system.”

In 2020, automated facial recognition software
and associated support services were procured
through a public bidding process, without a legal
framework that enables its use.® After the purchase
of the software, Budget Law No. 19924 introduced
two articles that provide a legal framework for the
creation of a facial identification database for public
security purposes under the authority of the Ministry
of the Interior. The database is created by migrating
the data from the National Directorate of Civil Iden-
tification. It is worrying that these articles give the
Ministry of the Interior discretion as to the possible
uses of the facial identification database.

Civil society has warned that these articles were
approved without an analysis of the impact on per-
sonal data, nor proper parliamentary discussion. A
group of civil society organisations has sent a letter
to the Senate, asking that the articles be removed
from the draft of the Budget Act.?° Despite the fact
that some legislators took a position to remove the
articles or require a court order for the use of that
facial identification database, no agreement was
reached and the articles were approved.

The only information currently available on the
potential uses of the software is contained in the
tender document issued by the Ministry of the Inte-
rior. There is no regulatory framework or protocol for
police use of the software that guarantees the pro-
tection of fundamental human rights.

Datysoc and Amnesty International Uruguay
proposed the inclusion of this issue in the 5th Open
Government National Action Plan.? They are seeking
a space to discuss transparency in the use of auto-
mated surveillance systems and a space for citizen
participation in the co-regulation of the new surveil-
lance systems.?

17 Ibid.

18 https://www.comprasestatales.gub.uy/consultas/detalle/
id/744940

19 https://www.impo.com.uy/bases/leyes/19924-2020

20 Datysoc. (2020, 17 November). Organizaciones de la sociedad civil
y académicas expresan su preocupacién por reconocimiento facial
en el Proyecto de Ley de Presupuesto de Uruguay. https://datysoc.
org/2020/11/17/organizaciones-de-la-sociedad-civil-y-academicas-
expresan-su-preocupacion-por-reconocimiento-facial-en-el-
proyecto-de-ley-de-presupuesto-de-uruguay

21 Uruguay is a member of the Open Government Partnership (OGP)

and as a result needs to submit annual plans to advance open

government principles in the country. These plans should be agreed

between government and civil society.

https://quinto-plan.gobiernoabierto.gub.uy/proposals/24-mesas-

de-dialogo-sobre-uso-de-sistemas-de-vigilancia-automatizada
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At the moment, these technologies are being de-
ployed without an adequate human rights-focused
framework. It is a priority to develop this framework,
and to discuss a moratorium on the use of these
surveillance tools without more evidence on their
impact on human rights.

Gender-based violence

Gender-based violence escalated in Uruguay, as in
other countries, during the pandemic. According to
data from the second national survey on the preva-
lence of gender-based violence carried out in 2019,
eight out of 10 Uruguayan women said they had
suffered gender-based violence due to their mere
status of being women, and one out of five said they
had suffered gender-based violence in the last 12
months since the survey was completed.=

Over the past three years, calls about gen-
der-based violence to a telephone guidance service
run by the National Women’s Institute have increased
considerably.? These calls increased during the pan-
demic, peaking in the first three months of 2020.%

However, formal complaints of gender-based vi-
olence have not increased over the last three years,
suggesting a disconnect between formal complaints
and incidents of gender-based violence.?® According
to the 2020 annual homicide report carried out by
the National Observatory on Violence and Crime of
the Ministry of the Interior, in 2020, 37 women were
killed, but it is not clear how many of these can be
categorised as femicides.?” In 2021 the Ministry
started a new methodology to count femicides and
identified 21 cases.?® Nevertheless, the civil society
website Feminicidio Uruguay recorded 21 femicides
in 2020 and 30 in 2021.% An access to information

23 Semblat, F., et al. (2020). Segunda encuesta nacional de prevalencia
sobre violencia basada en género y generaciones. Informe
general de resultados. https://www.gub.uy/ministerio-desarrollo-
social/sites/ministerio-desarrollo-social/files/documentos/
publicaciones/Segunda%2oencuesta%C2%Aonaciona.pdf

24 Instituto Nacional de las Mujeres. (2021). Dossier 25 de
Noviembre de 2021: Dia Internacional de la Eliminacion de
la Violencia contra las Mujeres. https://www.anep.edu.uy/
sites/default/files/images/2021/noticias/noviembre/211125/
DOSSIER%20PARA%20EL%2025%20DE%20NOVIEMBRE%20
DE%202021-version%z2ofinal.pdf

25 Demirdjian, S. (2020, 24 June). Violencia de género durante la pandemia:
una puesta a punto de la respuesta del Estado. la diaria. https://ladiaria.
com.uy/feminismos/articulo/2020/6/violencia-de-genero-durante-la-
pandemia-una-puesta-a-punto-de-la-respuesta-del-estado

26 Ministerio del Interior. (2022, 18 January). Ministerio del Interior
presentd cifras de delitos en 2021. https://www.minterior.gub.uy/
index.php?option=com_content&view=article&id=9580

27 Ministerio del Interior. (2021). Homicidios 1° de Enero al 31
de Diciembre (2020 — 2021). https://www.minterior.gub.uy/
observatorio/images/pdf/2022/HC_-__31_de_Diciembre_2021.pdf

28 Ministerio del Interior. (2021, 30 November). Ministerio del Interior
presentd datos sobre violencia doméstica y de género. https://www.
minterior.gub.uy/index.hp?option=com_content&view=article&id=9469

29 https://sites.google.com/view/feminicidiouruguay

request made in the context of this report to the Pub-
lic Prosecutor’s Office got a reply that there was no
technical means to fully identify femicides in their
database. The lack of clarity in criteria shows the dif-
ficulty in assessing the situation in Uruguay.

What do we know about gender-based
violence online?

In 2020, the second national survey on the prevalence
of gender-based violence produced some data relat-
ed to sexual violence through digital media: 2.5% of
women over 15 years of age reported having experi-
enced some type of violence in the digital sphere in
the last 12 months, and 5.5% of women aged 15 or
over declared having experienced some type of digital
violence by their partner or ex-partner.°

Despite the survey, there is currently little open
data available on gender-based violence online. The
few data points available are marginal and partial and
do not allow an intersectional analysis of the forms
of digital violence, their manifestation and particular-
ities, and are not sufficient for evidence-based public
policy planning. Civil society organisations recognise
that it is necessary to produce detailed information
on digital violence, as well on the multiple types of
violence identified in Law 19580 on gender-based vi-
olence against women,? including psychological or
emotional violence, violence due to prejudice towards
sexual orientation, economic violence, symbolic vio-
lence, and obstetric violence.3> However, despite the
list being identified in law, there are no registries or
databases on these different types of violence. In an
access to information request made in the context of
this research, the Public Prosecutor’s Office released
data showing that complaints of disclosure of inti-
mate images without consent and grooming have
increased in the last three years.

The reality is that the lack of resources, including
budget cuts suffered by institutions such as the Min-
istry of Social Development and the National Women’s
Institute, makes it impossible to properly apply the
law. In addition, it is essential to create more courts
specialised in gender violence that develop process-
es with a comprehensive approach and treatment of
the problem, including attending to online violence.?

30 Semblat, F, et al. (2020). Op. cit.

31 https://www.impo.com.uy/bases/leyes/19580-2017

32 Others include: violence due to gender identity or gender expression,
sexual violence, labour violence, violence in the educational field,
sexual harassment, street violence in the street, political violence,
media violence, femicideal violence, dfomestic violence, community
violence, institutional violence and racial or ethnic violence.

33 Fernandéz, L. (2021, 31 )uly). Se postergan los juzgados
de género: el lado més fino de la piola. la diaria.
https://ladiaria.com.uy/opinion/articulo/2021/7/
se-postergan-los-juzgados-de-genero-el-lado-mas-fino-de-la-piola
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Finally, there are cultural issues that will demand
a different approach. The normalisation of digital
violence means that it is often not perceived as an in-
fringement of rights by those who suffer it.

As it is, the support mechanisms for victims of
gender-based violence are still in their infancy and
legal measures are inadequate, despite evidence
suggesting that the pandemic exacerbated gen-
der-based violence, with a limited response from
government authorities.

The challenge of ensuring access
to education online

One of the challenges faced in 2020 was to ensure
access to online education for all. For that reason,
connectivity and internet access have become very
relevant.

According to a study by the state-owned tele-
communications firm Antel, which was accessed
by the newspaper El Pais, there are 22,716 people
without internet access in Uruguay, out of a pop-
ulation of 3,473,727. The study found that 3,115
people in the countryside have access to 2G (LTE)
technology, 390,986 have access to 3G (LTE) and
2,693,447 have access to 4G (LTE).3# Coverage is
therefore almost universal, but with different de-
grees of quality and speeds.

In order to deal with the demand for access for
educational purposes during the pandemic, Plan Cei-
bal — a government project to ensure access to the
internet, devices and education to every school child3>
—partnered with telecommunications service providers
and the National Education Board (ANEP) to get free
internet access for the use of educational tools, or with
discounts and exemptions for students, families and
teachers.3¢ Plan Ceibal, ANEP and the telecommunica-
tions companies Antel, Movistar and Claro also agreed
to promote and ensure access to hybrid education.?”

A problem with platforms

During the closure of educational centres due to the
COVID-19 pandemic, Plan Ceibal and ANEP created

34 Fernandéz, P. (2021, 11 May). Hay 22.716 personas sin internet en
Uruguay y vale unos US$ 12 millones conectarlas. El Pais. https://
www.elpais.com.uy/informacion/sociedad/hay-personas-internet-
uruguay-vale-us-millones-conectarlas.html

35 https://www.ceibal.edu.uy/es

36 Montevideo Portal. (2021, 14 April). Plan Ceibal acordé con
empresas telefonicas y alumnos se podran conectar sin gastar
datos. https://www.montevideo.com.uy/Noticias/Plan-Ceibal-
acordo-con-empresas-telefonicas-y-alumnos-se-podran-conectar-
sin-gastar-datos-uc783631

37 Alonzo Palmer, M. C., & Osorio, C. (2021). Evaluacién de las
necesidades de recuperacién en el contexto de la pandemia por
Covid-19: Sector educacién. SINAE Uruguay & PNUD Uruguay.
https://www.gub.uy/sistema-nacional-emergencias/sites/
sistema-nacional-emergencias/files/documentos/publicaciones/
PDNA_Aplicacio%CC%81n_EDU_ipm_COVID-19_Uruguay_2021.pdf

“Ceibal at Home” in an effort to transform a face-to-
face learning programme into a distance learning
solution.?® But despite this effort to provide continuity
to education, it was only partially successful. Aristas —
the first report on educational performance of students
between third and sixth grade in primary school -
shows that in the first semester of 2020, 90% of public
school teachers connected with their students through
the Ceibal platform, while in private schools, other
platforms were used as often as the Ceibal platform.
The study also found that the use of WhatsApp for ed-
ucation was greater in public schools (70%), while in
private institutions the use of email increased.>

There are several points to consider about the
use of platforms such as Google for Education,
including the interests of the company and the pri-
vacy of students and teachers. Currently, according
to statements made by Google’s manager for Latin
America to El Pais, there are 50,000 active users of
Google educational tools in Uruguay.«

With regard to the use of WhatsApp as an official
means of communication with students, it must be
taken into account that when using the free service,
data such as the mobile phone number, the operat-
ing system, information about the networks used,
the geographical location and profile details and
statuses of the students and teachers are captured
by the company.

Due to this new reality, children and vulnerable
groups are now exposed to various uses of their pri-
vate data that could harm them, including the use of
their digital profiles for commercial purposes.

Understanding this new reality and generating
an adequate framework to govern it is a necessity
for Uruguay.

When copyright gets in the way of education

Another challenge to online education in Uruguay
during the pandemic is that most learning materials
were covered by copyright law dating back to 1937,
which does not respond to the needs of accessing
knowledge in the digital age. The needs impact
authors, producers and publishers, as well as educa-
tional and cultural institutions, such as universities,
libraries and archives.

38 Ripani, M. F. (2020, 15 July). Ceibal en casa: la experiencia de
Uruguay como ejemplo a nivel mundial. Plan Ceibal. https://
www.ceibal.edu.uy/es/articulo/ceibal-en-casa-la-experiencia-de-
uruguay-como-ejemplo-nivel-mundial

39 Instituto Nacional de Evaluacién Educativa. (2021). Aristas 2020.
Primer informe de resultados de tercero y sexto de educacion
primaria. https://www.ineed.edu.uy/aristas-2020-primer-informe-
de-resultados-de-tercero-y-sexto-de-educacion-primaria.html

40 Malek. M. (2021, 5 August). En Uruguay hay 50.000 usuarios de las
herramientas de Google for Education. El Pais. https://www.elpais.
com.uy/vida-actual/uruguay-hay-usuarios-herramientas-google-
for-education.html
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A more flexible system of copyright is required,
based on current international regulations, which
guarantees authors the effective exercise of their
rights, while also ensuring the right to education,
access to information, and to culture, science and
research.

With regard to education, it must recognise the
use of digital environments and tools, and educators
as content creators.

Specifically, Datysoc believes that the copyright
law should:

e Include exceptions for educational, research and
private study purposes that do not involve profit,
without establishing restrictions on the physical
spaces where these activities are carried out or
restrictions on the type of institution that carries
them out.

e Guarantee the possibility of carrying out certain
acts of reproduction, distribution, adaptation
and communication of works, as well as the cre-
ation of selections or compilations of readings.

e Expressly clarify that the exceptions apply to on-
line teaching and learning activities.

e Establish a definition of study materials that cov-
ers any type of work and is neutral with respect
to the type of medium, format and technology.
There should be a specific clarification that this
applies to audiovisual works and images used
for education purposes.

e Establish a generic exception that enables
non-consumptive uses of works for research pur-
poses, especially those uses related to text and
data mining techniques and artificial intelligence
procedures.

e Explicitly enable the circumvention of technolog-
ical protection measures when the exceptions
operate for purposes of education, research and
private study.+

Conclusion: An emerging agenda

for digital rights in Uruguay

In this report we have argued that government
transparency, including on digital surveillance, gen-
der-based violence and government services, were
negatively affected by the COVID-19 disruption.

41 Datysoc. (2021). Plataforma abierta sobre flexibilidades
al derecho de autor. Hacia el equilibrio con los derechos
culturales y el interés plblico en Uruguay. https://datysoc.org/
plataforma-abierta-flexibilidades-al-derecho-de-autor

While previously being committed to open gov-
ernance, the government has shown significant
reticence to valid questions posed about its use of
surveillance technology. It is also possible to argue
that a new administration did not have experience
in some of these topics and had to deal with them
under maximum pressure. Furthermore, in areas
such as surveillance, the agenda of the new admin-
istration did not include a focus on transparency and
accountability. It remains to be seen whether the
current administration is willing to sustain a com-
mitment to openness and transparency in these vital
areas for human rights and security.

It is not possible to fully assess the impact of
the pandemic on gender issues, most notably gen-
der-related violence, due to the absence of data.
However, insufficient resources have been set aside
to attend to this deficit, even though more data is
needed to properly enact gender-related laws. At the
same time, support mechanisms and legal remedies
for the victims of gender-based violence, including
online violence, are inadequate.

While Uruguayan public telecommunications
infrastructure played a critical role in supporting
government services, including education, the gov-
ernment response showed the lack of a coherent
governance framework to deal with the pandemic.
Dependence on global corporations to deliver key
services is also a significant vulnerability in terms of
rights, particularly those of children.

Action steps

The most important next step that needs to be taken
to address these issues is to foster a multistakeholder
internet governance agenda that focuses on respect-
ing human rights. This agenda needs to update the
current data governance framework. In order to do
this. two principles are essential: 1) openness to mul-
tistakeholder work and 2) an intersectional approach.

Genuinely diverse multistakeholder groups are
likely to deliver better governance frameworks in the
Uruguayan setting. An intersectional approach, consid-
ering different forms of social discrimination, will also
be needed to ensure governance frameworks and their
implementation are transparent, fair and inclusive.

The most progressive country in Latin America
needs to innovate to walk the talk in the digital age.

220 / Global Information Society Watch


https://datysoc.org/plataforma-abierta-flexibilidades-al-derecho-de-autor
https://datysoc.org/plataforma-abierta-flexibilidades-al-derecho-de-autor

GLOBAL INFORMATION SOCIETY WATCH 2021-2022

DIGITAL FUTURES FOR A POST-PANDEMIC WORLD

Through the lens of the COVID-19 pandemic, this edition of
Global Information Society Watch (GISWatch) highlights the
different and complex ways in which democracy and human
rights are at risk across the globe, and illustrates how
fundamental meaningful internet access is to sustainable
development.

It includes a series of thematic reports, dealing with,

among others, emerging issues in advocacy for access,
platformisation, tech colonisation and the dominance of

the private sector, internet regulation and governance,
privacy and data, new trends in funding internet advocacy,
and building a post-pandemic feminist agenda. Alongside
these, 36 country and regional reports, the majority from the
global South, all offer some indication of how we can begin
mapping a shifted terrain.
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