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COLOMBIA

NETWORKS IN COLOMBIA

COMMUNITY MANAGEMENT FOR THE DEPLOYMENT OF COMMUNITY

Colnodo

Julian Casasbuenas and Lilian Chamorro (with the
collaboration of Olga Paz Martinez)
https://www.colnodo.apc.org

Introduction

Colombia has created an enabling environment for
using spectrum for the deployment of wireless net-
works using Wi-Fi technology and more recently TV
white spaces. This is an important step for the de-
ployment of internet community networks. However,
the evolution of the community networks ecosystem
has been slow and it is necessary to find the tools in
order to strengthen the existing processes.

In addition, other technological alternatives
must be considered, such as mobile phone com-
munity networks. These have been implemented
successfully in Mexico by Rhizomatica, which has
set up community networks in the indigenous
territories of Oaxaca.® This type of network is an
opportunity for rural communities, since most
members of the population in these areas own a
mobile phone, and its implementation can be done
rapidly, improving the living conditions of discon-
nected populations.

For Colombia it is particularly relevant to have
access to community networks since they can con-
tribute significantly to the implementation of the
Peace Agreement?> and to the social and human
development in regions traditionally neglected by
governments.

This report presents four community-based net-
work experiences in Colombia.

Economic and political background

In Colombia, there is no specific policy framework
for community-based networks. However, Law 1341
of 20093 defined the principles and concepts of the

1 For more information, please refer to the Mexico country report in
this edition of GISWatch.

2 Final Agreement for Ending the Conflict and Building a Stable
and Lasting Peace. www.altocomisionadoparalapaz.gov.co/
procesos-y-conversaciones/Documentos%2ocompartidos/24-11-
2016NuevoAcuerdoFinal.pdf

3 Law 1341 of 2009. https://www.mintic.gov.co/portal/604/w3-
article-3707.html

information society and the legal framework for in-
formation and communications technologies (ICTs).
Among its principles is the need for non-discrimi-
natory access to ICTs in compliance with the rights
to communication, information and education, es-
pecially for the disadvantaged population and rural
areas. The law highlights technological neutrality,
noting that the state should allow the use of new
technologies freely. In addition, it sets forth among
its goals: universal service; the deployment and
efficient use of infrastructure; equal opportunities
for accessing resources such as spectrum and infra-
structure; and the expansion of coverage in remote
areas, particularly for vulnerable populations.“

In terms of the radio spectrum, Law 1341 estab-
lishes that the government may set aside frequency
bands for free use in accordance with the recom-
mendations of the International Telecommunication
Union (ITU) as well as frequencies without licensing
fees for state social programmes.5 In Colombia, the
frequency bands that are free for use include 2.4
MHz and 5 MHz® and TV white spaces in the 470
MHz to 698 MHz band.”

In line with its Plan Vive Digital 2014-2018,% the
Ministry of Information and Communications Tech-
nologies (MinTIC) has been working on two relevant
issues to do with internet access. MinTIC has expand-
ed the coverage of 4G mobile networks and deployed
Wi-Fi zones free of charge throughout the national
territory. It has also extended the fibre optic network,
which now reaches the urban areas in over 1,075 mu-
nicipalities.® For the municipalities not covered by the
fibre project, due to their geographical conditions,
the ministry provides internet access through the Wi-
Fi zones, Vive Digital centres, and some household
connections using high-speed radio links.*

In terms of access to the internet in rural are-
as, the ministry has implemented a project called

Ibid, Articles 2 and 4.

Ibid., Article 11.

National Spectrum Agency, Resolution 711 of 2016.

National Spectrum Agency, Resolution 461 of 2017.

https://www.mintic.gov.co/portal/vivedigital/612/w3-

propertyvalue-19438.html

9 https://www.mintic.gov.co/portal/vivedigital/612/w3-
propertyvalue-647.html

10 https://www.mintic.gov.co/portal/vivedigital/612/w3-

propertyvalue-7240.html
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Kiokos Vive Digital,” which involves centres located
mainly in rural schools and indigenous communi-
ties. However, while these spaces are important to
provide access to the population, they are too scat-
tered and insufficient for remote rural areas.

It should be mentioned that in the final Peace
Agreement signed between the government and
the FARC-EP, section 1.31.3 on electrical infrastruc-
ture and connectivity calls for the development of
a national plan for rural connectivity that takes into
account the provision of solutions for community
access to the internet, the installation of infrastruc-
ture, and technical assistance that communities
need.

Experiences of community networks
in Colombia

In Colombia, the community networks movement
has been active for more than 10 years, with differ-
ent experiences and groups working on the issue.
Below we provide an overview of some of these
experiences.

Bogotd Mesh*

This initiative began in 2008, led by a group of
“geeks” from the free software community who
were interested in open networks. They set out to
support communities and help them take owner-
ship of technology using free/libre and open source
software (FLOSS).

They began by installing Wi-Fi nodes close to
their residences in the city of Bogota, interconnect-
ing them with point-to-point links. Over time they
developed their own operating system (or firmware)
for the routers, implementing protocols for mesh
networks using 2.4 MHz and 5 MHz.

The project started to grow, particularly in Ci-
udad Bolivar, one of the 20 localities in Bogota,
which lacks basic infrastructure and has a low-
income population. In 2014 Bogotd Mesh - the
name of the network there — had 86 active nodes
that connected approximately 2,500 people, with
up to 1,000 concurrent users.

Among the services initially offered by the
network were a local copy of Wikipedia, VoIP te-
lephony using an Asterisk® server, FTP, the twister
microblogging platform, and even a blog with farm-
ing content. From 2008, it provided internet access

11 https://www.mintic.gov.co/portal/vivedigital/612/w3-
propertyvalue-7059.html

12 Interview with Jorge Rojas, member of the Bogota Mesh
collective. Fo more information, see: https://www.facebook.com/
BogotaMesh

13 https://www.asterisk.org

14 twister.net.co

to approximately 80% of the nodes via fibre from an
internet service provider (ISP).

The resources for the implementation of the
nodes came primarily from the management group,
although they received some donations. One of the
biggest challenges was the ownership of the net-
work by the community, especially for non-technical
individuals.

The group that supported the initiative did not
continue. Nevertheless, some nodes still remain ac-
tive using the firmware developed and some of its
members are linked to other community network
projects.

Red Fusa Libre®

This network is an initiative of the seedbed research
project called Fusa Libre* run by the University of
Cundinamarca’s Engineering Faculty.

The project is implemented in rural areas in the
Sumapaz region in the middle of Colombia, mainly
in the rural district of Bosachoque in the municipali-
ty of Fusagasuga. In 2013 the community organised
and collected money to buy the first equipment
for two Wi-Fi zones. To access the internet they
negotiated with people living in the nearby urban
area with line of sight to the rural district. One ur-
ban household offered electricity and equipment
maintenance in exchange for internet connectivity
provided by an ISP and paid for by the communi-
ty. In addition, they installed a content server using
World Possible’s RACHEL solution.”

In 2017 resources were secured through a re-
search project proposal submitted to the University
of Cundinamarca, which enabled the expansion of
the network working in association with different
programmes (Electronic Engineering and Systems
Engineering) and research groups. The research
project also proposed to identify educational con-
tent appropriate for rural schools.

Currently in Bosachoque there are 15 nodes that
work as hotspots and are connected to the universi-
ty’s internet network through Wi-Fi links. When the
project is finished, the community will again find
a resident in the nearby urban area willing to help
them with an internet connection. In the near fu-
ture the network is expected to have 20 nodes and
install five Raspberry Pi*® devices with educational
content.

15 Interview with Wilson Daniel Gordillo, leader of the Fusa Libre
seedbed research project.

16 https://es-la.facebook.com/RedFusalLibre

17 https://worldpossible.org/rachel

18 https://www.raspberrypi.org
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Network Bogotd®

The Network Bogota collective emerged in 2014
after meetings held at software and free culture
festivals. Initially the collective met to work on
different topics regarding hardware and software
for community networks, as well as to share local
and international experiences. Then they created a
common fund for network experimentation and for
deploying nodes in the homes of the participants.

They approached several communities to teach
them about community networks, but it was only
in 2017 that the Board for Community Action (JAC)
of the Villa del Rio neighbourhood in southwest
Bogota showed interest in the issue and convened
meetings with the community. In these meetings it
was determined that in some zones there were secu-
rity problems. As a result they proceeded to install
the first node in the JAC office, which was connected
to other network nodes using mesh network proto-
cols. They installed surveillance cameras, a digital
video recorder and a community server. The success
of this intervention boosted their confidence and
the community was again convened to discuss the
usefulness of the network. New nodes and services
were installed, such as a captive portal, a commu-
nity blog and more surveillance cameras, which are
used by local residents to prevent crime and to con-
trol key points.

The network primarily uses mesh network pro-
tocols with some point-to-point links due to the
difficulty of finding a router compatible with the
firmware used. The resources for this implementa-
tion came primarily from the JAC and neighbourhood
residents. Some organisations, such as Dongee,?
guifi.net®* and WirelessPT,2> among others, provid-
ed training and equipment. The computers belong
to the JAC and there is no charge for access to the
network.

Weekly meetings are still held to discuss the
project’s progress, including the existing plans for
increasing the number of nodes, installation of IP
telephony services, setting up a radio station, and
downloading Wikipedia and a virtual encyclopaedia
to the network server.

19 Interview with Oscar Prieto and Leonardo Taborda, members of
the Network Bogota collective. For more information, see: https://
networkbogota.org and Taborda, L. (2017). Deploying an open
community wireless network: An exercise of digital sovereignty in
the neighborhood of Villa del Rio (Bogota, Colombia). Hamut’ ay,
4(2), 8o-90. revistas.uap.edu.pe/ojs/index.php/HAMUT /article/
view/1486/1471

20 https://www.dongee.com

21 https://guifi.net/en

22 https://wirelesspt.net

Building a community network
in Buenos Aires, Cauca

The initiative to build this network is the result of an
expressed need by communities living in the rural
districts of El Porvenir and El Ceral in the mountain-
ous area of the municipality of Buenos Aires, Cauca.
During the peace negotiations between the govern-
ment and the FARC,?3 the communities said that one
of the problems in their territory was the lack of cov-
erage by cellular networks and poor access to the
internet. Colnodo had learned about the experience
of Rhizomatica?t in Mexico and saw the opportunity
to replicate this initiative in communities with low
or zero coverage.

In February 2017, Colnodo, with the support of
the Internet Society (ISOC) and Rhizomatica, sub-
mitted a request to MinTIC to use radio spectrum in
a pilot project. Unfortunately, in Colombia there is
no regulation allowing the use of spectrum for mo-
bile communications without a public auction with
more than one offer, so we began to look for alter-
natives with the support of the National Spectrum
Agency (ANE).>

While conversations were held with government
actors, in the municipality of Buenos Aires there
have also been workshops with peasant leaders,
indigenous and Afro-Colombian communities from
different villages, and other communities in the ter-
ritory to review the experience of Rhizomatica with
Redes A.C.?¢ Needs have been identified and prin-
ciples established for the network. After obtaining
the approval and commitment of the community,
activities were proposed to make progress on the
technical, legal, economic and organisational is-
sues as well as key aspects for the installation of
base stations for transmission.

Recently progress was made with an agree-
ment between MinTIC, the ANE and Colnodo to use
a portion of the spectrum in the goo MHz band on
a pilot basis in order to help develop policy rec-
ommendations aimed at the deployment of rural
community-based telecommunications networks.

The pilot seeks to evaluate the technical, eco-
nomic and social feasibility for implementing and
operating community-based mobile phone networks
in areas where there is no coverage by the commer-
cial operators. These networks use Osmocom?” free

23 After disarming, the FARC-EP changed its name to FARC.

24 https://www.rhizomatica.org

25 https://www.ane.gov.co

26 Redes A.Cis a civil association from Mexico that works for
indigenous and community communications and sustainable
development. https://www.redesac.org.mx

27 https://osmocom.org

~
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software to implement GSM technology using a
“network-in-a-box”. Furthermore, the pilot seeks to
interconnect these networks to the closest munici-
pality with a fibre optic link to the internet, in order
to increase the reach of this infrastructure in the ru-
ral areas which are not connected.

The proposal is based on international recom-
mendations aimed at facilitating the deployment of
community networks, especially in rural areas with-
out connection or those that are under-connected,
such as Recommendation ITU-D 19 “Telecommu-
nications for rural and remote areas”, adopted by
the International Telecommunication Union (ITU).?8
It also considers the recommendations of the
ITU’s Connect 2020 Agenda,® the Inter-American
Telecommunications Commission (CITEL),>® the
Digital Agenda for Latin America and the Caribbean
(eLAC2018 and eLAC2020),* and the global Internet
Governance Forum (IGF) initiative to connect the
next billion users.3?

It is also based on national legislation, the
implementation of the Peace Agreement, and the
recommendations of the Colombian IGF.33

To strengthen the potential of the network
among the community, a process to discuss owner-
ship and governance has been implemented with a
focus on gender imbalances, thanks to the support
of the Association for Progressive Communications
(APC).34 For this strategy, we are carrying out ICT
training workshops together with the communi-
ties and their leaders to build competencies and to
visualise the potential of the network in the commu-
nity before the deployment begins.

Findings

The experience of the Buenos Aires community net-
work has demonstrated how difficult it is to access
the use of spectrum in Colombia for rural communi-
ty-based telecommunication networks, despite the
existing laws to reach underserved communities in
rural areas, the Peace Agreement, and the interna-
tional recommendations to facilitate the deployment
of these types of networks. For almost a year and a
half we have worked together with MinTIC and the

28 https://www.itu.int/dms_pubrec/itu-d/rec/d/D-REC-D.19-201003-
1!!PDF-E.pdf

29 https://www.itu.int/en/connect2020/Pages/default.aspx

30 https://www.citel.oas.org/en/SiteAssets/PCCl/Final-Reports/
CCPI-2016-28-4000_e.pdf

31 https://www.cepal.org/es/proyectos/elac2o020

32 https://www.intgovforum.org/multilingual/content/
connecting-and-enabling-the-next-billion-phase-i

33 Mesa Colombiana de Gobernanza de Internet. https://www.
gobernanzadeinternet.co

34 https://www.apc.org

ANE, and still as we write this report, the pilot project
has not been implemented because of the difficulties
in accessing the use of the spectrum that we needed.
As a result, we still have not been able to demon-
strate the technical, social and economic feasibility
of these initiatives in Colombia.

This delay has begun to frustrate the partici-
pant communities. Some leaders have withdrawn
their support and, as a consequence, the managers
of the initiative have lost legitimacy, given that the
communities perceive this delay as a breach of their
commitment to the project.

There is a critical need for a definition of
regulations that facilitate the deployment of
community networks in rural areas that are uncon-
nected or under-connected in order to contribute to
the connectivity of communities.

As demonstrated inthe experiences presentedin
this report, the active participation of the communi-
ty and committed leadership are key to consolidate
the networks and their long-term sustainability. It
is also important to build trust between the various
actors involved, in order to sustain a process that
demands time and dedication.

Itis important to point to the work carried out in
the region by ISOC, LACNIC,3s CITEL and the Organi-
zation of American States (OAS) in the promotion of
community networks.?® This is an important factor
in influencing the different international spaces —
as was the case with the eLAC 2020 Digital Agenda
—and for these networks to be considered as alter-
natives for connectivity in the region.

Action steps

e It is important to recognise the ecosystem in-
volved in a community network. This includes
the technical community, communities owning
the network, local and regional governments,
equipment suppliers, and facilitators of the
ownership and governance processes.

e In the case of the technical community, there
has been a strong investment of resources and
time in local access initiatives that in many cas-
es has not been rewarded, and this has ended
up affecting the process of setting up sustain-
able solutions to access at the local level.
Alternatives must be found to solve this prob-
lem, especially in developing countries.

35 https://www.lacnic.net/921/2/lacnic/lacnic-home

36 Internet Society. (2018, 12 March). Internet Society and the OAS
through CITEL sign an agreement to bring the Internet closer to
rural areas of the Americas. https://www.internetsociety.org/
news/press-releases/2018/internet-society-and-the-oas-through-
citel-sign-an-agreement-to-bring-the-internet-closer-to-rural-
areas-of-the-americas
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The participation of the community is essential
forthe network to be consolidated. It is especial-
ly important to have leaders who are committed
and who become allies of the project, as well as
to create bonds of trust in the processes around
the ownership and governance of the networks.

It is also important to continue pressing the
governments of the region forward in facilitat-
ing the deployment of community networks,
including mobile networks that generate an im-
mediate positive impact on the quality of life of
the beneficiaries. Governments should welcome
the international recommendations made on
community networks and they should create an
enabling environment for the implementation of
these networks as an alternative to the deploy-
ment of infrastructure.

The commitment to deploying these networks
with the support of regulatory bodies is a unique
experience that could encourage the implemen-
tation of community networks in other countries
in the region. This could be a stepping-stone for
Colombia, and would include the establishment
of legislation by MinTIC that supports the devel-
opment of community networks.

In the case of internet infrastructure, it is
necessary to facilitate access to fibre optic
connections in the municipalities in order to in-
crease the reach of fibre networks to rural areas
that are under-connected and without access to
a broadband connection.
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THE 43 COUNTRY REPORTS included in this year’s Global
Information Society Watch (GISWatch) capture the different
experiences and approaches in setting up community
networks across the globe. They show that key ideas,

such as participatory governance systems, community
ownership and skills transfer, as well as the “do-it-yourself”
spirit that drives community networks in many different
contexts, are characteristics that lend them a shared
purpose and approach.

The country reports are framed by eight thematic reports
that deal with critical issues such as the regulatory
framework necessary to support community networks,
sustainability, local content, feminist infrastructure and
community networks, and the importance of being aware
of “community stories” and the power structures
embedded in those stories.



